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Challenges To Secure
Large Infrastructures
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Collaboration

Quality
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Cross-Organizational




Dependency on Assets

All payment information

24.06.2014 Slide 8 Q& LaB



Strong Interdependencies
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Compliance

BSI Baseline

FDA regulations PCI-DSS
Basel IlI 201 CMR 17.00 Common Criteria

ISO/IEC
27002:2005

DO-178B

IFRS |IEC 60601
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Modeling of Assets and their Dependencies
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End-to-End Security Requirements Management

Dashboard Requirements Assets Reports Templates Conflicts | Tasks Messages | MetaData Setup | About | Logout

Filter | New Requirement Table || Tiles || Graph
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PCI DSS Verslon 2.
Compliance

Install and maintain a firewall configuration to
protect cardholder data

are devices that control computer tra
‘entity’s networks (internal) and untru works
as traffic into and out of more sensitive areas
internal trusted networks. The cardholder data
ample of a more sensitive area within an
A firewall examing I net traffic
ransmissions that do not meet the specified
s must be protected from unauthorized
whether entering the system via
th et o et access through
desktop browsers, employee e dedicated connections
such as busin
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(C) Quaiity Enginearing, 2013-2014

(C) Gualty Enginsering, 2013-2014
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Automation
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Reporting obligation " Monitoring Ensure third pat Data breach
Ensure right of affected T handling processes ...
Correction, removal P T e are timely Process exists ta Process exists to
Oolyi i priblic places Properly marked &m i inform affected ... inform authorities

(C) Quaiity Engineering, 2013-2014

Policy

Firewalls e
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Network Service Level
Access Control
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24.06.2014 Slide 16 Q& ‘:' LaB



The Power of Models

* Baseline: Model-Driven Security
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... read more?

* Quality Engineering in Wikipedia
* R.Breu, A. Kuntzmann-Combelles, M. Felderer: New Perspectives on
Software Quality
— |EEE Software, January/February 2014

Perspectives
on Software

Description 1
I servees verinkea ’ e 300 Organisationsl BOUNGBNES, 1 SXAMpiE i CYDEr-PhYSCal SYSIEMS, DUSAES:-10-DUSAIESS WOKEOWS O° WhEn USIRg Lo SEVCES. I UCN ¢4

qualty engacerng

faciales the necessary al-emracing Consideration of qualry aNTDUtes.

'Quality

process, Ruth Brou, Uni y of Inns!

n sukh contests an quality from management 1o operation is vital. Gualty fhethods and fosts oduet management, 1T servie management, software

engineenng, and from and nfo 99 ssic discipines of 19, formation software

since il integrales management fssues (such as business and IT st v s 1, operatve pertormanc o

requirements analysis, SOMWArE 1e1ng) and operative ConSKIEraonS (SUh s £oNTGUFaLoN, MoRIornY, IT Servce management) in many of the fekds where & is used, Qualty Engineenng i Cos
3 stangards. As far 25 Qualty afirbiles % CoRcemed, rekabiRy, secunty and sately of T Services piay a predaminant rowe. sntzmann-Combell

fware: quatty managemer

Inked to compiiance win egal and business requirements,

In Qualty Engneering. quasty objectives ed in ac This process requires. lasgely independent aciors whose knowledge is based on different sources of information

-

5 Engineering

oty Engineeting

1 Foldorer, Univel

Quality Objectives [os

Uity ODies e 05D DK FEQUIEMENTS or SOMVGrE qualty, 11 Qualfy ENGIneening Iney oien a0Tess e quall AIBANES of J¥IADAY, SEcurty, Satety, rekabiy 300 perlomance. WHN e help of qually Modes ke ISOAEC 25000 and methads e 1he Goai
uestion MEtic 3proach 11 OSSINe 0 BIIBIE MEUKS 10.Qualfy CbjEctes. TS Blows Mmeasuing e Gegree of SLaNTent of qualty BJecties. TNV I 3 key ¢omponent o he Qualty ENINESTng process and, 3 he Same me, i 3 prErEquIt for 15 COnUOUS.
g and control To ensure eMective and eMfcient measung of qual I werc enied manually (6.9, by expert estmales of evicws). and auiomate dy MEnTEC MEIACS (e g by SIBISbeal snalyss of souce &y

codes or aulomated regression tests) as a basis for decision-making is Eavourabie [

1VES Ihe iniEgraton of core Hmbers,

32 IEEE SOFTWARE | PUBLISHED BY THE IEEE COMPUTER SOGIETY 40745001 48
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Thank you for your attention!
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